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Section 1: Introduction and Overview

Executive Order D-59-02 and M anagement Memo 02-16 assigned responsibilities for information
technology (IT) management and oversight following the sunset of the Department of Information
Technology on June 30, 2002. Those documents outline an approach that vests IT management
respons bilities with each department director, and oversight responsibilities with each Agency. For
departments operating outside Agencies, the department director is vested with both management and
oversight responsibilities.

The Budget Act of 2002 created I T oversight and security programs within the Department of Finance
(Finance). Budget Letter (BL) 02-37 described Finance' s oversight program objectives and the roles and
responsibilities of departments, Agencies and Finance regarding statewide I T oversight. Finance's
overriding objectivesfor oversight are:

» Implement an effective system of independent graduated oversight for al IT projects
= Edablish satewide standards for project management and oversight
= Assesscurrent department/Agency I T project management and oversight practices

BL 02-37 dso described Finance' simmediate objective to create aframework for effective oversight of 1T
projects. Thisdocument provides the oversight framework outlined in BL 02-37.

Key Concepts

The framework described in this document is based upon several key concepts set forth in BL 02-37, and
appliesto dl reportable I T projects as defined in the State Administrative Manua (SAM), Section 4800.

Definition of Project Oversight

BL 02-37 defines project oversight as“an independent review and analyss... to determineif the project is
on track to be completed within the estimated schedule and cost, and will provide the functionaity required
by the sponsoring business entity. Project oversight identifies and quantifies any issues and risks affecting
these project components.” The framework described in this document emphasi zes the independent nature
of project oversight, along with the requirements for risk identification and mitigation.
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Graduated Oversight

Departments must implement independent oversight for al reportable projects. Critical projects must
receive additiona oversight from the appropriate Agency (or Finance, for departments operating outside
Agencies) and the most critical projects will receive additional oversight from Finance. This document
describes the criteria Finance will use to identify the level of criticality and oversight for IT projects.

Project Management Practices and Processes

Finance will assess department/Agency project management practices and processes as demonstrated on
current projects. The framework described in this document outlines the minimum practices and processes
that must be in effect to support successful IT projects. These practices and processes will form the basis
for Finance to perform their assessments.

Components of the Framework

The framework for graduated project oversight will be used to assessthe risk, sengtivity and/or criticality
of IT projects. Thisassessment will place each individua project into one of three categories (low,
medium, or high). All projectswill receive department level oversight, critical (medium) projectswill
receive additional oversight from the appropriate Agency (or Finance for departments operating outside
Agencies) and the most critical (high) projectswill receive additiona oversight from Finance. Finance has
completed an initial assessment of projects currently in progress and hasidentified the oversight category
for each project. The criteriafor project assessment are covered in Section 2 of this document.

Finance will establish statewide standards for project management and oversight, and initial criteriafor

ng department/Agency project management and oversight practices. Finance will also evaluate the
demonstrated degree to which the departments/Agencies have established project management and internal
project oversight practices and processes. Section 3 of this document describes aminimum required set of
practices and products that will form the basisfor assessing and eval uating department/Agency
performance in both project management and project oversight. The required set of practices and products
istailored to the three categories of project criticality. Section 4 definesthe I T structure and environment
components used to assess department/Agency project management practices.

Finance has placed a significant emphasis on risk management as a critical function within the oversight
framework. Theframework directsthat project oversight entities identify and quantify any issues and risks,
and that appropriate notification of project risksto the Agency level (from departments) and to Finance
(from Agencies) isan essentia part of effective oversight. Furthermore, project managers are expected to
establish appropriate remediation plans for the identified project risks. Section 5 of this document contains
the minimum requirements for risk management, to be implemented on all IT projects.

As noted above, Finance will establish statewide standards for project management and oversight, and
initia criteriafor assessing department/Agency project management and oversight practices. Finance will
eval uate the demonstrated degree to which the departments/Agencies have established project management
and internal project oversight practices and processes. Section 6 of this document contains the minimum
requirements for project oversight, to be implemented on all IT projects. The oversight requirements
emphasize risk identification and reporting, along with the need for independent review of the performance
of the activities required by the minimum set of practices and products described in Section 3.
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Project Oversight Framework Components
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Implementation of the Framework

The flow diagrams on the following two pagesillustrate the magjor entities and flows of information
involved in implementing the oversight framework described in this document. Figure 1.2 highlightsthe
roles of departments, Agencies and independent oversight, showing the flow of oversight reporting and risk
escalation. Figure 1.3 highlightsthe role of Finance in administering the oversight framework, assessng
department/Agency capabilities and individua project criticdity, and providing additional oversight to the
State’ smost critica IT projects.

Forms and Templates
BL 02-37 states that Finance will establish “initial project oversight reporting forms.”

The appendicesto this report contain the templates briefly described below. The Section of this document
where each template isreferenced is shown in parenthesis.

Appendix A — Project Management Practices and Processes (Sections 3 and 6). Contains the specific
practices and processes that are required, based on the project criticality level, for al IT projects.

Appendix B — Project Management Capability Assessment Checklists (Section 3). Transformsthe
practices and processes described in Appendix A into questionnaire/checklist format for use by Financein
assessing department/Agency project management practices.

Appendix C — Categories and Examples of IT Project Risk (Section 5). Providesinformation useful to
departments and Agenciesin the project risk identification process.

Appendix D — Project Risk List (Section 5). Provides atemplate for departments for recording project risks
and their attributes.

Appendix E — Risk Management Form (Section 5). Provides atemplate for departments for tracking
individua risk information within an ongoing project risk management program and the means for
escalating project risks as described in Section 5.

Appendix F —Project Oversight Checklists (Section 6). Transforms the practices and processes described in
Appendix A into questionnaire/checklist format for use in independent oversight reviews of individual
projects.

Appendix G — Project Oversight Report (Section 6). Provides atemplate for the written project oversight
report format to be submitted by independent oversight providers to departments, Agencies and Finance
under the graduated oversight approach.

Appendix H — Definition of Terms.
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Figure 1.2 — Department/Agency/Independent Oversight
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Figure 1.3 - Role of Finance
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Section 2: Project Classification for Oversight

T his section describes the process Finance will use to establish criticality/risk and oversight level of IT
projects. The processisdesigned to assessthe risk, sengitivity and/or criticality of I T projects and does so
by assigning ratings of low, medium and high to four project specific factors and assigning the average of
the four factorsto the project. Thefour project specific factors are project size, project manager experience,
team experience and project type. Finaly, an assessment of external factors affecting the project, or past
project performance within the department, may result in an adjustment to the risk/criticality rating. The
steps for determining a project’ s classification are described below.

Determine The Risk/Criticality Rating For Each Project Evaluation Factor
Factor 1: Project Size

Thisfactor rates the project on size, primarily based upon one time cost estimates and secondarily, upon
project duration.

Step 1: Rate the project by estimated one-time costs at follows:

Estimated one-time Costs Rating
Greater than $10 million High

$5 million to $10 million Medium
Under $5 million Low

Step 2: Adjust low and medium ratings from Step 1 upward by one rating if the estimated period from
project gpproval to initia implementation is greater than 24 months.

Factor 2: Project Manager Experience

Thisfactor ratesthe risk/criticaity based on the project manager’ s experience on smilar efforts.

Project Manager Rating

Has not completed a like project in a High
"key staff" role
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Project Manager Rating

Has completed one like projectin a "key | Medium
staff" role

Has completed two or more like projects | Low
in a "key staff" role

Please refer to Appendix H - Definitions of Termsfor further explanations of the terms key staff, like
project, and compl eted.

Factor 3: Team Experience

Thisfactor ratesthe risk/criticality based on the experience of the project team key staff. The project team
consgts of al project staff reporting to the state project manager, including contractor staff, if applicable.

Step 1: Evauate the experience of each key staff member, including contractor staff, for completion of like
projectsin key roles.

Step 2: Determine what proportion of the key staff members have completed smilar projectsin key roles.
Assign the team experience rating asfollows:

Like Projects Completed by at Least | Rating
75% of Key Staff

None High
One Medium
Two or more Low

Factor 4: Project Type

Thisfactor rates the technical complexity of the work being undertaken.

Step 1: Using Table 2.1 on the following page, “ Elements of Project Type,” circletherating for each
applicable element. Refer to Appendix H - "Definition of Terms’ for explanations of each element.

Step 2: Assign the rating for this factor based upon the highest rating from among al of the dements circled
inStep 1.

Table 2.1: Elements of Project Type

Component | Activity Category | Affected Element Rating
Hardware New Install Local Desktop / Server Low
Distributed / Enterprise Server Medium
Update / Upgrade | Local Desktop / Server Low
Distributed /Enterprise Server Low
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Component | Activity Category | Affected Element Rating
Infrastructure Local Network / Cabling Low
Distributed Network Medium
Data center / Network Operations Center | High
Software Custom Local Desktop / Server Low
Development
Distributed / Enterprise Server High
COTS Installation | Local Desktop / Server Low
(new)
Distributed / Enterprise Server High
Custom Update / Local Desktop / Server Low
Upgrade
Distributed / Enterprise Server High
COTS Update / Local Desktop / Server Low
Upgrade
Distributed / Enterprise Server Medium
Infrastructure Middleware Medium
Layered Product Medium
DBMS Medium

Computation of the Overall Project rating

After determining the rating for each evaluation factor, asinglerating of high, medium, or low must be
assigned to each project.

Step 1: Enter the individua factor rankingsin column (b), lines 1 through 4, in Table 2.2 below and
determine the total for column (b). Use 3 for high, 2 for medium, and 1 for low.

Table 2.2 Compute Project Score

(a) Factor (b) Rating

1 | Size

2 | Project Manager

3 | Project Team

4 | Type

Total

Step 2: Compute the project score by dividing the total from column (b) by four.
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Step 3: Assign the overdl project ranking by selecting high, medium, or low from Table 2.3 below, using
the value determined in Step 2 above.

Table 2.3: Assignment of Project Rating

Results Project Rating
2.26-3.0 High
151-2.25 Medium
10-15 Low

Finance may raise the rating of project oversight based on additional factors such as past project
performance by the sponsoring department or substantia risks identified with the project.

10
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Section 3: Department Project Management Requirements

T his section presents the minimum required practices and processes for reportable (SAM Section 4800) IT
projects. These requirements are cons stent with industry standards and accepted best practices such asthe
Project Management Ingtitute’ s “ Project Management Body of Knowledge’ and the Ingtitute of Electrica
and Electronics Engineers, Inc. sandards. Finance does not require departments to adopt any specific
industry standard or set of standards for project management or system devel opment. The practicesand
processes described below will form the principal basisfor Finance' s assessment to determine the
effectiveness of department/Agency IT project management activities.

Minimum Requirements for Project Management Practices and Processes

Required minimum project management practices and processes have been defined for each leve of project
criticality, as described in Section 2. These requirements represent a synthesis of the most basic best
practicesin IT project management. They are presented under five categories:

1. Planning and Tracking
2. Procurement

3. Risk Management

4. Communications

5. System Engineering

Their descriptions are specifically intended to |eave the details of implementation subject to the discretion
of the departments. They are presented in Appendix A and on the Tables shown in the following pages. It
is expected that many departments have established project management practices beyond those included in
the framework. Finance' s assessments of department project management capabilitieswill be based on the
requirementsincluded in the framework. However, Finance will recognize departments that perform
beyond the minimum required level.

11
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Table 3.1: Required project management practices and processes for Low criticality projects

Low

Planning and

Formal identification of the project business case, project goals, objectives, expected outcomes, key
stakeholders, sponsor(s), etc. (i.e. project charter)

Tracking Development and maintenance of a project work plan including identification of activities, milestones and
schedule
Development and maintenance of a project organization chart
Development and maintenance of project cost estimates and supporting data for each cost category
Recording of actual costs by cost category and comparing actual costs to budget
Maintenance of supporting data for actual costs
Tracking and reporting (within status reporting process) of work plan activities, schedule and milestone
completion status
Change control/approval for key specification documents (e.g. contracts, requirement specifications and
other contract deliverables) and software products
Tracking of issues/problems and their resolution
Assessment of user satisfaction at key milestones
Project closeout activities, including a PIER, collecting and archiving up-to-date project records and
identifying lessons learned
Use of appropriate procurement vehicle

Procurement

Inclusion of a detailed written scope of work for services requested in solicitation document

Risk Management

Identification, analysis, mitigation and escalation of risks in accordance with DOF/TOSU Guidelines

Communications

Regular status reporting to key stakeholders, including progress against timeline and budget; risk
management results and status; issue management results and status

System
Engineering

Formal user approval/sign-off on written specifications

Formal testing and user sign-off of test results and completed system

12
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Table 3.1: Required project management practices and processes for Medium criticality projects

Medium

Planning and
Tracking

Formal identification of the project business case, project goals, objectives, expected outcomes, key
stakeholders, sponsor(s), etc. (l.e. project charter)

Detailed project planning with all activities (tasks), milestones, dates and estimated hours by task loaded to
project management software; lowest level tasks of short duration with measurable outcomes

Completion of planned tasks recorded within PM software

Actual hours expended by task recorded at least monthly within PM software

Estimated hours to complete by task recorded at least monthly within PM software

Development and maintenance of a project organization chart

Development and maintenance of project cost estimates and supporting data for each cost category

Use of formal software size estimation where custom software development or COTS modifications are a
significant component of cost

Use of two or more estimation approaches (e.g. top-down, bottom-up, parametric) to refine estimates

Recording of actual costs by cost category and comparing actual costs to budget

Maintenance of supporting data for actual costs

Tracking and reporting (within status reporting process) of work plan activities, schedule and milestone
completion status

Change control/approval for key specification documents (e.g. contracts, requirement specifications and/or
contract deliverables) and software products

Formal tracking of issues/problems and their resolution, including assignment of specific staff responsibility
for issue resolution and specific deadlines for completion of resolution activities

Assessment of user satisfaction at key milestones

Completion of project closeout activities, including a PIER, collecting and archiving up-to-date project
records and identifying lessons learned

Procurement

Use of appropriate procurement vehicle

Inclusion of a detailed written scope of work for services requested in solicitation document

Detailed requirements specifications included in solicitation document

Risk Management

Identification, analysis, mitigation and escalation of risks in accordance with DOF/TOSU Guidelines

Communications

Formal communications management, including a written project communications plan. Regular status
reporting to key stakeholders, including progress against timeline and budget; risk management results and
status; issue management results and status; Written escalation policy for issues and risks; Regular
stakeholder involvement in major project decisions, issue resolution and risk mitigation

System
Engineering

Ongoing user involvement commensurate with user impact

Formal user approval/sign-off on written specifications

Adherence to a formal system development life-cycle (SDLC) methodology

Tracking requirements traceability through all life-cycle phases

Adherence to software engineering standards

Software defect tracking beginning with unit testing

Performance of formal code reviews

Formal quality assurance through all life-cycle phases

Formal testing and user sign-off of test results and completed system

13
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Table 3.1: Required project management practices and processes for High criticality projects

High

Planning and

Formal identification of the project business case, project goals, objectives, expected outcomes, key
stakeholders, sponsor(s), etc. (l.e. project charter)

Tracking Detailed project planning with all activities (tasks), milestones, dates and estimated hours by task loaded to
project management software; lowest level tasks of short duration with measurable outcomes
Completion of planned tasks recorded within PM software
Actual hours expended by task recorded at least monthly within PM software
Estimated hours to complete by task recorded at least monthly within PM software
Formal staff planning, including organization chart, written roles and responsibilities, plans for staff
acquisition, schedule for arrival and departure of specific staff, and staff training plans
Development and maintenance of project cost estimates and supporting data for each cost category
Use of formal software size estimation where custom software development or COTS modifications are a
significant component of cost
Use of two or more estimation approaches (e.g. top-down, bottom-up, parametric) to refine estimates
Independent review of estimates
Recording of actual costs by cost category and comparison to budget
Maintenance of supporting data for actual costs
Tracking and reporting (within status reporting process) of work plan activities, resource utilization,
schedule and milestone completion status
Formal configuration control, including a written configuration management plan covering change
control/approval for key specification documents (e.g. contracts, requirement specifications and/or contract
deliverables) and software products and specific staff roles and responsibilities for configuration
management
Formal tracking of issues/problems and their resolution, including assignment of specific staff responsibility
for issue resolution and specific deadlines for completion of resolution activities
Assessment of user satisfaction at key milestones
Planning in compliance with formal standards or system development life-cycle (SDLC) methodology
Formal enterprise architecture planning
Completion of project closeout activities, including a PIER, collecting and archiving up-to-date project
records and identifying lessons learned
Use of appropriate procurement vehicle

Procurement

Inclusion of a detailed written scope of work for services requested in solicitation document

Detailed requirements specifications included in solicitation document

Material participation of outside expertise (e.g. DGS, Departmental specialists, consultants)

Consultation with qualified legal counsel for procurement if outsourcing

Risk Management

Formal continuous risk management, including development of a written risk management plan,
identification, analysis, mitigation and escalation of risks in accordance with DOF/TOSU Guidelines, and
regular management team review of risks and mitigation progress

Use of SEI "Taxonomy Based Questionnaire" or similar risk identification aid(s)

Communications

Formal communications management, including a written project communications plan. Regular status
reporting to key stakeholders, including progress against timeline and budget; risk management results and
status; issue management results and status; Written escalation policy for issues and risks; Regular
stakeholder involvement in major project decisions, issue resolution and risk mitigation

14
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High

System
Engineering

Ongoing user involvement commensurate with user impact

Formal user approval/sign-off on written specifications

Adherence to a formal system development life-cycle (SDLC) methodology

Use of requirements management software and tracking of requirements traceability through all life-cycle
phases

Adherence to software engineering standards

Product defect tracking beginning with Requirements Specifications

Performance of formal code reviews

Formal quality assurance through all life-cycle phases

Formal testing and user sign-off of test results and completed system

Adherence to an enterprise architecture plan

Deliverable inspections, beginning with requirements specifications

Formal IV&V

15




Information Technology Project Oversight Framework

This Page Intentionally Left Blank

16



Information Technology Project Oversight Framework

Section

Section 4: Finance Project Management Practices Assessment

Thefollowi ng pages present the steps Finance will follow when rating departmental project management
capabilities as high, medium, or low. The components of the assessment are based upon two factors, 1) the
department’s I T management structure and environment and 2) the degree to which the required framework
components are effectively used on department I T projects.

IT Management Structure and Environment Assessment Criteria

Finance will assessthe following six components for each department:

Executive level visibility and control of the IT function

The Department has a position responsible for all High
Department IT projects (e.g. ClO) that reports to the
Director or a Deputy Director.

The individual responsible for all Department IT Medium
projects has either (1) responsibility for non-IT as well
as IT functions or (2) does not report to the Director
or a Deputy Director.

There is no single individual responsible for all Low
Department IT projects.

Centralization of PM support and related functions

The Department has a unit that is independent of any | High
individual project that provides project management
office (PMO) type support for all department projects
and project managers.

The Department has specialists in IT planning, Medium
budgeting, tracking and control agency reporting, but
does not possess an IT PMO-type organization; or
the department’'s PMO-type organization does not
support all department projects.

The Department possesses neither of the above. Low

17
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Training and Certification of Project Managers

The Department formally supports/ sponsors formal High
training for IT project managers and staff participate
in training and, as appropriate, have become formally
certified.

While there is no formal Department Medium
support/sponsorship for formal training for IT project
managers, Department staff participate in formal
training and, as appropriate, have become formally
certified.

Department staff do not participate in formal project Low
management training/certification programs.

Use of a Formal Project Management Methodology

The Department uses (and/or requires contractors to | High
use) a single formal methodology for project
management functions on all projects.

The Department (and/or requires contractors to use) | Medium
adheres to specific formal standards for project
management functions on projects or uses multiple
formal methodologies.

The Department does not always use, nor does it Low
require contractors to always use, a formal project
management methodology.

Use of a Formal System Development Methodology

The Department uses (and/or requires contractors to | High
use) a single formal system development life cycle
methodology on all IT projects.

The Department uses (and/or requires contractors to | Medium
use) multiple formal system development
methodologies with each project adhering to one.

The Department does not always use, nor does it Low
require contractors to always use, a formal system
development life cycle methodology.

18
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Enterprise Architecture Strategy

The Department has a comprehensive enterprise High
hardware/software architecture strategy and uses the
strategy to guide project level architecture decisions.

The Department lacks a comprehensive enterprise Medium
architecture strategy, but technical architecture
standards and guidelines are generally understood
and followed on individual projects.

The Department lacks any enterprise architecture Low
strategy, or generally does not follow any enterprise
hardware/software standards.

Computation of the IT Management Structure and Environment Rating

Step 1: Enter the individua factor rankingsin column (b), lines 1 through 6, in Table 4.1 below and
determine the total for column (b). Use 3 for high, 2 for medium, and 1 for low.

Table 4.1: Compute IT Management Structure and Environment Score

(a) Factor (b) Rating

1 | Executive Level Visibility and Control

2 | Centralization of PM Support

3 | Training and Certification of Project Managers

4 | Project Management Methodology

5 | System Management Methodology

6 | Enterprise Architecture Strategy

Total

Step 2: Compute the score by dividing the total from column (b) by six.

Step 3: Assgn thel T Management Structure and Environment ranking by selecting high, medium, or low
from Table 4.2 below, using the value determined in Step 2 above.

Table 4.2: Assign IT Management Structure and Environment Rating

Po